Lecture #5

S ENAI]
Introduction to Cloud Computing
GESCI1001

Philippe Fournier-Viger
Professor

School of Humanities and Social Sciences

philfv8@yahoo.com

Fall 2020


mailto:philfv8@yahoo.com

CLOUD RESOURCE
VIRTUALIZATION

(BT REAEAAL)

Based on Chapter 5



Course schedule

Part | Introduction and overview

Part 2 Distributed and parallel systems

Part 3 Cloud infrastructure

Part 4 Cloud application paradigm (1)

Part 5 Cloud application paradigm (2)

Part 6 Cloud virtualization and resource management
Part 7 Cloud computing storage systems

Part 8 Cloud computing security

Final exam




Introduction

A computer has three important resources:

1) A processor (/0 77), to perform calculations,
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2) Memory (i1 JHLAF0if air)

Memory, to store data

Hard drive (i £ 3K )1 4%) RAM (A 1F)

For short-
term storage,
but accessing
data is fast

For long-term
storage,

but accessing
data is slow




3) Communication channels (;B/{518iE)

To communicate with other computers
local network Internet




3) Communication channels ;&5 18 7H)

Different types:

«Jelephone » cable (R]I1)
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Optical fiber WIFI
Ot 214E) (TeZk M 45)

RJ45
Ethernet cable
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3) Communication channels ;&5 18 7H)

They have different characteristics:
bandwith (17 %), latency (#E31R), cost (JT)

«Jelephone » cable (R]I1)
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Operating system (f:/F 2&4t)

e Each computer runs an operating
system (£} R5¢)
(e.g. Windows, Android, Linux, MacOS).

* Why do we need an operating system?

9



Why do we need an operating system?

|)to provide a user interface (

the user,
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This is a graphical user interface

) to




Why do we need an operating system?

|)to provide a user interface (F§ P #1H ) to
the user,

Enter today's date (n-d-y): 08-01-81

The 1BN Personal Computer DOS
Version 1.00 (C)Copyright 11BN Corp 1981

AXdir =.con
IBNB 10
1BNDOS

1920
6400
3231
2560
1395
896
1216
1124
1620
252
250
860

-

FORMAT

)
)

DISKCOPY
D ISKCONP
conp
DATE
TINE
MODE
EDLIN
DEBUG
BASIC
BASICA
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6019
10680

con
con
con
con
con
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con
Con
con
con
con
con
con
con
con
con
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This is a text-based user interface



Why do we need an operating system?

2)to manage the applications that are
running on the computer.

File Options View

Processes | Performance | App history | Startup | Users | Details | Services

@ Fewer details @ Open Resource Monitor

261 MB 96.2 MB
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Why do we need an operating system?

3)to manage the resources of the computer

Communication channels

Memory Processing resource
‘1‘,‘“‘ A\ : 2 Do R ) ‘,.—:)ﬂ

©mR wigiags or

And also the devices such as
Keyboard, mouse, screen...



Resource management (&5 )

Resource management is complex for the cloud (=%)-
Why?

° many computers,

° many users,

* many applications,

° many operating systems may be used...

o different kind of computers may be used...

e some computers can fail (F X [E)

Resource management is discussed in detail
in Chapter 6.



Traditional solution for a data center (Z{fE/[))

¢ In a traditional data center (%(#i/.[»), a computer may be
accessed by many users at the same time.

» An operating system ({:{F & 4t) is used for each computer in

the data center.
° to manage and share resources with other computers,

° to protect applications and data from other applications,

° to make sure that performance is good for all users.
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Could we use an operating system
like Windows |0 for the cloud?




It would not be a good idea!

Because, it would be difficult to do
> system administration (R4 1),
o security (R4L%4) — how to protect data’,
> resource management (ZJRE ),

o accounting (who should pay? and how much (3T) for using the
cloud?)

am Windows10




A better solution is resource virtualization

(DTIREEFAAL)

e Resource virtualization (ZJ§ EL{L) is the
topic of this chapter.

e It is an approach to make it easy to manage the
resources of many computers in the cloud.

e Main idea: each computer runs many virtual

machines (VM -JEHIH1).



What is a virtual machine (£ 4/1)?

o A virtual machine (FE{IHL):
an application that simulates a real computer, including its
processor, memory, and communication channels.

e A computer can run many virtual machines at the same
time.

e Each virtual machine works like a real computer.

e A virtual machine has:
> its own operating system ({:/} 2 %4;)(e.g. Windows),
° its own applications.

Note: A more general definition of what is a virtual
machine will be presented later.




Two
Virtual
machines

(REFUHL)

are running

Example

At home, on a Windows computer; it is possible to use
VirtualBox or similar applications to create and
run virtual machines (JEflH).
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Virtualization

* A virtual machine is also called an instance
(2241]) when we talk about cloud computing.

e The process of running virtual machines on a
computer is called virtualization.

Virtualization in the cloud =



Example

An |mage (EH BB is the state of a computer that
has been saved into a file




Example




Example

An image (FE{H1551%) can be used to start an
mstance in the cloud (a virtual machine G2/ #/])

Instance |




~ Example

Instance |

Instance 2

User




‘ ,/* Example

Instance |

Instance 3

Instance 2
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Instance |

Instance 3

Stop an
instance Instance 2

User




~ lllustration

Instance |

Instance 3

User




Why virtualization is useful for the cloud?

) Virtualization makes it easy to do load balancing

(DL T-1):

e Each computer in the cloud can run several virtual
machines.

* If a computer is too busy, the state of some of its
virtual machines can be saved.

e Then, these virtual machines can be sent to other
computers that are less busy.

e The other computers can continue running these virtual
machines.



|) makes it easy to do load balancing (12}~

Instance |

Instance 3

Instance 2

217
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|) makes it easy to do load balancing (12}~

Instance |

Instance 3 ==

Instance 2

217
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|) makes it easy to do load balancing (12}~

CLOUD

Instance | )

I Instance 3

Instance 2
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Why virtualization is useful for the cloud?

2) It allows users to use an operating
system that they like or need:

e e.g.some people prefer using Linux instead of
Windows

e e.g.some people want to use some
applications that run only on Windows or on

Linux
£ A
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Why virtualization is useful for the cloud?

3) Using virtual machines increases security:

e All virtual machines running on a same computer are
isolated from each other (1 It /7 =).

e A user running applications in a virtual machine will not be able
to steal data (%7 H{Z#%) in another virtual machine or cause

other security problems (viruses, etc.).
Mary
) -
e




Why virtualization is useful for the cloud?

 If a hacker takes control of a virtual machine on a
computer, he will not have access to the other virtual machines.

Hacker




Why virtualization is useful for the cloud?

4) It is easy to manage computer resources:

» Modern virtualization software (applications |/ )
allows to define how much resources can be usec
by each virtual machine.

° processor time,
° memory,

° storage space.

e Thus, resources can be reserved and guaranteed

for each user.
Mary G ﬂ @Paul

10 % of the 50 % of the 40%ofthe
CPU CPU CPU




Why virtualization is useful for the cloud?

5) It allows elasticity (5]} 115

e If virtual machines are too busy or do not have enough
resources, the state of a virtual machine can be saved and copied

to other computers.
e These computers can run copies of the virtual machine.

Instance |

Instance 3

Instance 2 ,




Why virtualization is useful for the cloud?

5) It allows elasticity (77115

e If virtual machines are too busy or do not have enough
resources, the state of a virtual machine can be saved and copied

to other computers.
e These computers can run copies of the virtual machine.

Instance |

Instance 3

Instance 2 ,




Why virtualization is useful for the cloud?

5) It allows elasticity (77115

e If virtual machines are too busy or do not have enough
resources, the state of a virtual machine can be saved and copied

to other computers.
e These computers can run copies of the virtual machine.

Instance | | B
| — Instance 4 -

Instance 3 =EE

Instance 2

40



Why virtualization is useful for the cloud?

5) It is easy to monitor performance
(Mt RE
* The performance of each virtual
machine can be monitored easily in
term of:
° processor time,
> network usage,

° storage space, etc.

e This is important for the “pay for what
you use” model of cloud computing.




What is needed to do resource virtualization?

It is useful to have:

- powerful processors (5 K [ FHZY),
- enough memory and storage space,

- hardware support (fifi {457 )

(new computers often have specific hardware
features to support virtualization),

0]
e o o



Virtualization is convenient for the user

For example, consider the Amazon EC2 Cloud.

e A user can create an Amazon Machine Image (AMI)
containing an operating system.

e He can then use the image to create as many virtual
machines as he wants in the cloud.

* He use monitoring and management tools provided by

Amazon.
Instance 1
l :

Instance 2

=[5 User
AMI
\



Two approaches for virtualization

1) Full virtualization (£ Ef1L):

e the virtual machine is an exact copy of the
physical hardware (¥JHE1#{4:) of a computer.
a typical desktop computer

e any operating system that can run on the real
hardware can also run in the virtual machine.
Windows, Linux...

 any applications for the operating system can be
used.

Wechat, QQ,...



Another example

Nowadays, using a virtual
machine, we can play these
games on a desktop
computer or smartphone

Some video games were once
only played on a video game
consoleanda TV

Computer
=Y

File Machine Netplay View Options Help

l@mu Cerrrra 4 B!
(DX 0 [ehishy

e et 1 ] |
EDx 0 DHEE

4




Two approaches for virtualization

2) Paravirtualization (=~ EE111b):
e the virtual machine does not support all
functions of the physical hardware.

e thus, the operating system and
applications must be modified to run on
the virtual machine.



Virtual Machine Manager
(h)'Pel”Visor - }:ﬁfuyl:ﬂ%}:;%%}?;)

e To run multiple machines at the same time
on a computer, a software called a virtual
machine manager (VMM) is often used.

* Some are run from an operating system
such as Windows or Linux

> e.g. Red Hat Virtual Machine Manager
e Others are run directly on the hardware

(R 1)

o e.g. Oracle VM server



Virtual Machine Manager
(hypervisor - AL E T

What can it do?
* create, start and stop virtual machines,

Hib
=

e save or load a virtual machine,

* monitor the performance of virtual
machines (in real-time, or over a
period of time),



5

Virtualization, an old concept...

e |t has been first used in the 1950s.

* 1959:a computer named Atlas was usmg a

virtual memory (United Kingdom — 3t

S

)

 Virtualization is a general concept that is

not only applied to virtual machines.



S Virtualization

~ Virtualization simulates access to a
physical object by four ways:
I. Multiplexing (£ %2 J1] ): Create multiple
virtual objects using one physical object.
(e.g.a processor is shared by multiple

applications)

WeChat




S Virtualization

— 2. Aggregation (4%2): Create a virtual
object from multiple physical objects.
(e.g. several hard drives are viewed as a
single hard drive by a computer)

3. Emulation ({/; & ): Construct a virtual
object from a different type of physical
object.

(e.g. the hard drive of a computer is used
to simulate the RAM memory of a
computer)

4. A combination of | and 3.



Guest operating system (%5 1 #:/E &%)

» An operating system running in a virtual machine is
— called a“guest operating system”
(& 3 E R )
» A guest operating system interacts with virtual
hardware in the same way that it would interact
with real hardware.

e The virtual machine manager (VMM) traps all
interactions between the guest operating system
and the real hardware.

Guest operating

Virtual machine

system
manager

in virtual machine




Disadvantages of virtualization

Virtualization has side effects (B|{EH).

Performance may not be so good:

» All operations performed in a virtual machine
are intercepted by the VMM before being
executed.

* Because of this, a virtual machine may be slow.

* In general, running an application in a virtual
machine is always slower.



Disadvantages of virtualization

Higher hardware costs:

* More expensive computers may be
bought for running virtual machines
(VMs) compared to computers running a
traditional operating system

* Why?

Virtualization needs faster and/or
multicore processors, more memory,
larger disks, and a faster network access.



5.2 Viewing computer systems as layers

A computer system can be viewed as a set of layers:

WeChat

System calls

Operating System

Windows

IR gt e g
System ISA {f\'\ ‘ :

Hardware

P

An application typically interacts with the hardware (the processor, memory
and storage) by first communicating with the operating system.Then the
operating system tells the hardware what to do.



5.2 Viewing computer systems as layers

A computer system can be viewed as a set of layers:

System calls
Operating System

{ System ISA

Hardware

Sl

Or an application can run directly on the hardware.
This is the case of the operating system.




Virtual machine (g4

Computer (FEJIX)

Operating System (#/F &%) e.g.Windows




Virtual machine (FE3#1)

Computer (FEJIX)

Operating System (#2/F &2 %¢) e.g. Windows

Applications () )




Virtual machine (g4

Computer (FEJIX)

Operating System (&1 £ %¢) e.g. Windows

Applications ()

Virtual Machine Manager (FE UL FEas)




Virtual machine (FE3#1)

Computer (FEJIX)

Operating System (#/E R 4t) e.g.Windows

Applications (1 [f])

A
A

Virtual Machine Manager (JE IS Fzs)

Virtual Machines (FZ#1)

nder Pl _tan




An alternative
Computer (F3JX)

Virtual Machine Manager (JE L& 23)




An alternative
Computer (FEJIX)

Virtual Machine Manager (JEFE BELT)

Virtual Machines (FZ#1)

nder Pl _tan




Virtual machine manager (VMM)

(ENE AR )

[t manages how resources of a
computer are shared between
one or more virtual machines.

* [t monitors performance and takes
actions when performance is not good.

o e.g. If not enough RAM memory is available,

the content of a virtual machine may be saved
to disk to free some memory.



Virtual machine manager (VMM)

(ENE AR )

¢ It checks what the virtual machines or
applications are doing to ensure safety.



From the hardware point of view

e The processor of a computer (CPU) can
perform a set of operations.
* A modern processor often offer three
modes:
|. Kernel mode (JA#% 15 1X): any
operations can be performed on the

processor. (e.g. this mode is used by the
operating system such as Windows and

the VMM)



From the hardware point of view

2. User mode: some operations considered
dangerous (for security) are not allowed to
be performed on the processor
(e.g. this mode is used by applications to
protect the operating system)

3. Virtual machine mode: this mode
restricts what a virtual machine can do on
ai—g the processor (e.g. this mode is often used
‘ for virtual machines to protect other
" virtual machines and the operating system)




Two main types of virtual machines (VM)

e System virtual machine:

o This type of virtual machine can run an
operating system such as windows and
several applications.

° This is what we discussed mainly until now.

e Application virtual machine:
o This type of virtual machine is designed to run a
single application.

> @.g.|ava programs that are run directly in a
virtual machine without using an operating
system.



Traditional virtual machines

The VMM supports multiple virtual machines and
runs directly on the hardware

" 3
Application

Guest
0S-1

a Y
Application

Guest
0S-n

VM-1
. J

VM-n

\ J

Advantage: performance

Example:VMWare ESX

Virtual Machine Monitan




Hosted virtual machines

The VMM runs under an operating system

Application Application Advantages:
Guest 051 Guest OS.01 The VM is easier to install
VM The VM can use some
dal i components of the operating
Virtual Machine Monitor I System
Disadvantage:
Host OS Slower!

s Ra
4 ¥ Example: VirtualPC,
| VirtualBox...




Performance penalty (14 5E1C4T)

e Using a virtual machine is slower than not
using a virtual machine.

 How much slower depends on the
type of virtual machines.

e If a virtual machine is running directly on
the hardware the difference is small.

e If a virtual machine is running inside
another operating system such as
Windows the difference will be
greater.




Performance penalty

e Some virtual machines will communicate

Applcation) directly with the processor to do
= calculations.
oS  This can be done when a virtual
VM-1 machine is executed on the same

physical hardware that it simulates.
MM  This is fast.

» But they will still communicate with the
Hardware. VMM to use the network or read/write
data (for security).
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Guest
0S-1

VM-1

Performance penalty

. ¢ If a virtual machine simulates a kind of

Application

computer that is different from the
hardware, then all operations performed
by the VM must be translated by the VMM
to be executed on the hardware.

This is slower.

Hardware



5 Performance security isolation

. * In theory, using virtual machines is very safe.

* Even if an attacker gain access to a virtual
machine, he cannot access other virtual
machines running on the same computer.

e This is true, except if the VMM has some security
problems.

Mary G
®




5 Performance security isolation

e Another reason why virtual machines are
secure is that they are often restricted to
only perform some operations.

e e.g. the Xen VMM has only 28 special
operating system operations, while a
standard Linux operating system may have
more than 280.



Conclusion

* In this part, we have discussed resource
virtualization for the cloud.

Chapter 5. D. C. Marinescu. Cloud Computing Theory and Practice,
Morgan Kaufmann, 201 3.



